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Privacy Notice – explains what personal data (information) we hold about you, how we collect, 
how we use and may share information about you.  We are required to give you this 
information under data protection law. 

Who are We? 

Foreland Fields School collects, uses and is responsible for certain personal information about you. 

When we do so we are regulated under the General Data Protection Regulation which applies 

across the European Union (including in the United Kingdom) and we are responsible as 

‘controller’ of that personal information for the purposes of those laws. Our Data Protection 

Officer is Alan Martin, Data Protection Advice Ltd alan@dataprotectionadviceltd.co.uk.   

Who is the School Workforce? 
School workforce includes all those persons directly employed by the school and includes 
Teachers, Teaching Assistants, Leaders and Managers, Administration staff, Site and Cleaning staff, 
Midday Meal Supervisors. 
 

The Personal Information we Collect and Use 
Information collected by us 
In the course of employing staff in our school we collect the following personal information when 
you provide it to us: 
• Personal information (such as name, address, contact details, employee or teacher 

number, national insurance number) 
• Characteristics (such as gender, age, ethnic group) 
• Safeguarding information (employment / recruitment checks CV, business references, DBS 

numbers, passport details, driving licence details, work permits). 
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• Contract information (such as start dates, hours worked, post, roles and salary information               
& bank details)   

• Work absence information (such as number of absences and reasons) 
• employment history such as appraisals, annual leave, disciplinary, accidents at work 
• Qualifications and training (and, where relevant, subjects taught) including staff responses 

to training courses on google forms.  
• Relevant medical information 

• Images for identification and pupil assessment / teaching and learning / celebration 
purposes 
 

How we use your Personal Information? 
We use your personal information to:  
• Enable individuals to be paid 
• Support pension payments and calculations 
• Enable sickness monitoring  
• Enable leave payments (such as sick pay and maternity leave) 
• Develop a comprehensive picture of the workforce and how it is deployed 
• Inform the development of recruitment and retention policies 
• Inform financial audits of the school. 
• Fulfil our duty of care towards our staff & Pupils 
• To ensure both pupil & staff are safeguarded the school carries out the following checks: 

Online recruitment check, Disclosure Barring Service check, Teacher Service Restriction List. 
• Enable monitoring of elected protected characteristics 
• Inform national workforce policy monitoring and development 
Additionally, 
The school under the umbrella of KCC is required to submit personal data on a biennial basis to 
“The National Fraud Initiative “(NFI) it is an exercise, operated by the Cabinet Office, that matches 
electronic data within and between public and private sector bodies to prevent and detect fraud. 
These bodies include police authorities, local probation boards, fire and rescue authorities as well 
as local councils and a number of private sector bodies.  
  

How Long your Personal Data will be Kept? 
We will hold your personal information for 6 years after date of termination of employment 
contract and in line with Information Management Toolkit for Schools personnel retention record 
keeping guidelines. For more information, go to https://irms.org.uk/page/SchoolsToolkit 
In the case of third-party data please refer to their company retention policy 
 

Our Legal Basis to Collect and use your Personal Information 
We rely on having a legitimate reason as your employer to collect and use your personal 
information, and to comply with our statutory obligations, and to carry out tasks in the public 
interest. 
 If we need to collect special category (sensitive) personal information, we rely upon reasons of 
substantial public interest (equality of opportunity or treatment). 
The most commonly, we use it where we need to fulfil an employment contract we have entered 
into with you. 
Less commonly, we may also use personal data about you when: 
• You have given us consent to use data in a certain way, providing references etc. 
• to protect your vital interests (or someone else’s interests) 
Where you have provided us with consent to use your data, you may withdraw this consent at any 
time 

https://irms.org.uk/page/SchoolsToolkit
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Who we Share your Personal Information with 
We are required to share information about our workforce members under section 5 of the 
Education (Supply of Information about the School Workforce) (England) Regulations 2007 and 
amendments. 
Additionally, we may share data with the following organisations: 

• Department for Education (DfE) Workforce Census Data 

• Kent County Council Management Information  

• Kent County Council Schools Financial Services 

• We will also share your personal data with the National Fraud Initiative, which is 
administered by the Cabinet Office, for the purposes of assisting the prevention and 
detection of fraud. 

• Commissioned providers for personnel, Schools Personnel Services and previous payroll 
provider Capita (till October 2018. Capita are required to continue to hold our data in line 
with HMRC regulations for 3 years (expires 2021)  

• Local Government Pensions, Teachers Pensions 

• In the event of a major accident to yourself, Health and Safety Executive (RIDDOR as 
required by law) 

• IRIS Connect    https://www.iris.co.uk/?s=privacy+notice 

• ACAS only sharing personal information (Contact Details) for Term Time Only Staff 
settlements. 

We will share personal information with law enforcement or other authorities if required by 
applicable law. 
The DfE collects and processes personal data relating to those employed by schools (including 
Multi Academy Trusts) and local authorities that work in state funded schools (including all 
maintained schools, all academies and free schools and all special schools including Pupil Referral 
Units and Alternative Provision). All state funded schools are required to make a census 
submission because it is a statutory return under sections 113 and 114 of the Education Act 2005. 
 
The DfE may share information about school employees with third parties who promote the 
education or well-being of children or the effective deployment of school staff in England by: 

• conducting research or analysis 

• producing statistics 

• providing information, advice or guidance 
The DfE has robust processes in place to ensure the confidentiality of our data is maintained and 
there are stringent controls in place regarding access and use of the data. Decisions on whether 
DfE releases data to third parties are subject to a strict approval process and based on a detailed 
assessment of: 

• who is requesting the data 

• the purpose for which it is required 

• the level and sensitivity of data requested: and  

• the arrangements in place to store and handle the data  
 
To be granted access to school workforce information, organisations must comply with its strict 
terms and conditions covering the confidentiality and handling of the data, security arrangements 
and retention and use of the data. 

 
Your Rights 
Under the GDPR you have rights which you can exercise free of charge which allow you to: 

• Know what we are doing with your information and why we are doing it 

https://www.iris.co.uk/?s=privacy+notice
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• Ask to see what information we hold about you (Subject Access Requests) 

• Ask us to correct any mistakes in the information we hold about you 

• Object to direct marketing 

• Make a complaint to the Information Commissioners Office 

• Withdraw consent (if applicable) 
Depending on our reason for using your information you may also be entitled to: 

• Ask us to delete information we hold about you 

• Have your information transferred electronically to yourself or to another organisation 

• Object to decisions being made that significantly affect you 

• Object to how we are using your information 

• Stop us using your information in certain ways 
We will always seek to comply with your request however we may be required to hold or use your 
information to comply with legal duties. Please note: your request may delay or prevent us 
delivering a service to you. 
For further information about your rights, including the circumstances in which they apply, see the 
guidance from the UK Information Commissioners Office (ICO) on individuals’ rights under the 
General Data Protection Regulation. 
If you would like to exercise a right, please contact Alan Martin, Data Protection Advice Ltd 
alan@dataprotectionadviceltd.co.uk. 

 
Keeping your Personal Information Secure 
We have appropriate security measures in place to prevent personal information from being 
accidentally lost, or used or accessed in an unauthorised way. We limit access to your personal 
information to those who have a genuine business need to know it. Those processing your 
information will do so only in an authorised manner and are subject to a duty of confidentiality. 
We also have procedures in place to deal with any suspected data security breach. We will notify 
you and any applicable regulator of a suspected data security breach where we are legally 
required to do so. 

 
Who to Contact and Where to go for Further Information 
Please contact Karen Glover (karenglover@foreland.kent.sch.uk), Information Champion and/or 
Alan Martin, Data Protection Officer, (alan@dataprotectionadviceltd.co.uk) to exercise any of your 
rights, or if you have a complaint about why your information has been collected, how it has been 
used or how long we have kept it for.  
 
If you would like to get a copy of the information about you that KCC shares with the DfE or how 
they use your information, please email the Information Resilience and Transparency Team at 
data.protection@kent.gov.uk. 
The General Data Protection Regulation also gives you right to lodge a complaint with a 
supervisory authority. The supervisory authority in the UK is the Information Commissioner who 
may be contacted at https://ico.org.uk/concerns or telephone 03031 231113. 
For further information visit https://www.kent.gov.uk/about-the-council/about-the-
website/privacy-statement 
For further information about how the Department for Education uses your information: 
To find out more about the staff information we share with the DfE, for the purpose of data 
collections, go to https://www.gov.uk/education/school-workforce-censuses 
  
For more information about the DfE’s data sharing process, please visit:  
https://www.gov.uk/data-protection-how-we-collect-and-share-research-data  
 

mailto:alan@dataprotectionadviceltd.co.uk
mailto:data.protection@kent.gov.uk
https://www.kent.gov.uk/about-the-council/about-the-website/privacy-statement
https://www.kent.gov.uk/about-the-council/about-the-website/privacy-statement
https://www.gov.uk/education/school-workforce-censuses
https://www.gov.uk/data-protection-how-we-collect-and-share-research-data


5 
 

For information about which organisations the department has provided pupil information, (and 
for which project), please visit the following website: 
https://www.gov.uk/government/publications/national-pupil-database-requests-received 
 
To contact DfE: https://www.gov.uk/contact-dfe 

https://www.gov.uk/government/publications/national-pupil-database-requests-received
https://www.gov.uk/contact-dfe

